Cyber Threat Protection

Newsletter

The internet has brought immense business benefits
but sadly can also expose your business to risks and
threats. In 2014 alone, 60% of SMEs reported that
they had experienced a security breach at an average
cost to the business of £ 80k+. This is only the tip of
the iceberg however as many businesses will not
report breaches as this could lead to adverse publicity,
damage their brand and the reputation of their
organisation.

A very good starting point to mitigate against cyber
threats is to adopt the government backed scheme
Cyber Essentials.
This scheme helps businesses
demonstrate that they have the basic processes and
technologies in place to protect against common cyber
threats. Gaining the Cyber Essentials authorisation
demonstrates that your business takes cyber security
seriously and already the MoD, government agencies
and some industry verticals are mandating Cyber
Essentials accreditation for continuing to do business
with them.
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Blueloop are both Cyber Essentials practitioners and
IT Security experts that can assist your business in
achieving the accreditation as well as advising and
implementing a cyber security strategy that is right for
your organisation. Blueloop’s auditing and
penetration testing services are premised on the basis
that the best form of defence is to think like an
attacker and can include:
 Blind or White Hat testing approaches
 Simulated forced-entry & Denial of Service
attacks
 Network mapping, vulnerability identification
and exploitation
 Applied social engineering and physical
security testing
 System
password
cracking
integrity
assessment
 Security policies and procedures verification
 Change
Management
Program
recommendations
 Detailed
report
of
findings
and
recommendations

The U.K. government too is backing a “strike back”
against cyber criminals. Launching a new National
Cyber Security Strategy, Philip Hammond, the
Chancellor of the Exchequer, said his “three-pillar
plan” of Defend, Deter and Develop to protect the
privacy of citizens, tackle online criminals and boost
internet security skills would provide a “once in a
lifetime opportunity to futureproof the economy of
post-Brexit Britain”.
“Britain is already an acknowledged global leader in
cyber security thanks to our investment of over £860
million in the last Parliament, but we must now keep
up with the scale and pace of the threats we face”
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Blueloop
Sponsored
Jailbreak

The long arm of the
Scottish law finally
caught up with Julie
and Sarah in Dundee.

On Friday 11th November four convicts broke out of
their Blueloop House cells to escape as far as possible
in 36 hours from their HQ in Yeovil, Somerset. Julie
Grant, Sales and Marketing Manager and Sarah Hatch,
Office Manager were quickly followed by a second
team of Darryn Knowles, Business Development
Executive, and Ryan Grant (former Blueloop
employee).
The Blueloop Jailbreak Challenge was organised to
raise donations for BBC Children in Need. The
challenge was made even harder as neither team were
permitted to use any money for travel, food or
accommodation and each team were handcuffed
together.
The convicts safely
restored to their
Blueloop House cells
and rations of bread
and water.

Customer Referral Scheme

As most businesses know, there is nothing more
reassuring or rewarding than receiving a business
referral.
If a service has already been used and
verified, it provides reassurance to anyone who is not
quite sure where to go that they will receive a quality
service. For this reason, Blueloop are able to offer a
Referral Scheme for customers who wish to make
recommendations to their customers, suppliers, family
or friends. We will also provide an incentive for a
business introduction as a means of thanks (subject to
the relevant terms and conditions). If you wish to find
out more and would like to discuss our Partner
Referral Scheme, please contact Julie Grant on Tel
01460 271055 or sales@blueloop.net.

“Elevated” IT Services

Facade Hoists are the UK’s leading specialist in the
design, manufacture, and servicing of permanent
suspended access equipment.

Julie commented:

“We have been overwhelmed by the generosity of
companies and individuals both locally and throughout
the UK. We have been given drinks and snacks from
the public to keep up our energy levels. We have
received several large donations from local businesses
and sponsorship from local coach companies, passes
for Oyster Cards and a tremendous response from the
railways and bus services to help both teams on their
Great Escape. We set our target of £1,500 on our Just
Giving Page when we first planned the event which we
thought was rather optimistic. We did not imagine for
one moment that with the online donations, sponsor
forms and cheques donated that we would reach
beyond that target.”

With headquarters in Midsomer Norton and a
manufacturing site in Radstock, Facade Hoists were
looking to replace their ageing and soon to be
unsupported platform with a system that would meet
their needs for the next five years. Blueloop proposed
moving to an up to date VMware environment on a
new server in HQ whilst reusing the existing server
with DFS file synchronisation across a VPN to the
Radstock site. Additionally, deployment of Veeam
means that a single recoverable image for Disaster
Recovery can be written to USB media for off-site
storage as well as live server copies for retention and
individual file restoration. As telecoms links in the area
improve, the link between the sites can be upgraded
to a full off-site recovery facility.
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Facade Hoists’ Director, Glenn Wilson commented:

“For many years we have been frustrated with
transferring data from our office to our factory site, a
distance of only 2 miles. It seemed comical that in this
modern era it was sometimes quicker to print
drawings and drive them to the factory. We spoke
with different IT providers about our issue and
working with Blueloop they have delivered a great
solution. With two servers backing each other up in
the factory we can access all the information we need
at a much quicker rate than before. The works were
carried out swiftly with constant updates on progress
from the team at Blueloop.”

This investment means that we can now offer all of
customers the following additional services:




Off-site backups
Full DR suite for Business Continuity
Server and application hosting

Blueloop Olympics

Getting the most out of Office 365?

Many organisations are now using or considering the
benefits of Office 365 but how many businesses really
utilise the full functionality within Office 365?

Blueloop can offer Entry level and Intermediate
courses on Office 365 including basic access, emails
and calendars on the go, creating websites,
conferencing, easy file sharing, extended reach to
Office Web Apps, security and privacy, tips and tricks,
trouble shooting and getting help.
For central IT points of contact, Blueloop are also able
to offer Administative Office 365 Training on a One to
One basis tailored to meet your requirements.
All courses are for a half-day and can be held either at
your premises or at Blueloop House in small groups.
For additional details please contact either Julie or
Darryn on Tel 01460 271055 or sales@blueloop.net

Blueloop’s New Datacentre

We have been making substantial investments in our
Yeovil Datacentre in the recent months. This has
included additional servers and SAN resources, new
air-conditioning, a 100Mbit leased line in addition to
our existing fibre facilities and a fully functional
customer Disaster Recovery suite.

The weather did not seem to dampen spirits during
the Blueloop team building event last month at the
Ashcombe Adventure Centre in Devon. Both teams
endured 90 minutes of mentally challenging, logicbased, team-orientated puzzles in the pouring
Westcountry rain.

Microsoft Windows Server 2016

Microsoft announced their “cloud-ready” operating
system Windows Server 2016 in September with
General Availability now. It provides powerful
innovation across three areas:
Advanced Multi-Layer Security: As the operating
system that runs mission-critical applications and
databases, Windows Server can play a strategic role in
an organisation’s security arsenal. Windows Server
2016 gives IT the power to help prevent attacks and
detect suspicious activity with new features to control
privileged access, protect virtual machines and harden
the platform against emerging threats.
Software-defined Datacentre: Many people don’t
realize that the Azure public cloud is a Microsoft
Windows Server installation. This means they use
Windows Server and Hyper-V at a massive scale to
deliver some of the most efficient datacentres in the
world. Not every organisation needs this type of scale,
but every organisation can benefit from the new
models of cloud efficiency.
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Windows Server 2016 delivers a more flexible and
cost-efficient operating system for any datacentre,
using software-defined compute, storage and network
features inspired by Azure.
Cloud-ready Application Platform: Applications are at
the heart of every organisation and its ability to serve
customers and compete effectively for their loyalty. As
the digital transformation accelerates in every
organisation, nearly every application needs to
transition or transform. Windows Server 2016 delivers
new ways to deploy and run both existing and cloudnative applications using new capabilities such as
Windows Server Containers and the lightweight Nano
Server deployment option.

Commercial Lawyers
from Blueloop

seek

help

Peter Allinson, CEO of Davitt Jones Bould (DJB),
contacted Blueloop with a major IT headache. The
problem, which had been causing disruption to the
business for more than two weeks, needed urgent
attention and Blueloop were quick to respond and
identify the initial root causes of the issue.

Blueloop with full involvement of DJB IT Management,
applied three minor updates to the core infrastructure
and the system then stabilised and has been solid ever
since.
After carrying out an additional Health Check (which is
part of the standard Blueloop Support Contract),
Blueloop identified additional areas that needed to be
addressed. These are now being pro-actively tackled
under Change Control to ensure the least disruption to
the business. All systems have now been fully
documented and passwords are centrally managed to
protect the business. Peter is now very happy with the
infrastructure and DJB have additional cover for their
IT Manager too.

Robin Barker, Blueloop Finance Director commented:

“We are delighted to have DJB on board as a new
customer. They value IT strongly as an enabler within
their business and we will be working pro-actively to
keep their systems fully monitored and continuously
available and to provide strategic advice to help DJB
realise their business strategies.”
Davitt Jones Bould are the largest real estate law firm
in the country who cover commercial property,
planning, property litigation, construction, and other
related areas. They have one of the most experienced
teams in the country averaging a total of over 700
years Post-Qualified Experience. DJB act for a wide
range of public and private sector clients spanning
many sectors. Their client base includes some most
significant landowners in the country. They also
support other law firms with Real Estate Support.

We are pleased to announce that the South West
Cyber Security Cluster (SWCSC) was launched on 6th
December at the Exeter Science Park and that Julie
Grant, Blueloop is a member of its steering group.
The South West Cluster is part of 16 others in the UK
and are actively engaged in cyber and digital security.
Cyber Security Clusters are informal groups of small
companies
who
actively
work
in
cyber
security. Membership of the clusters is free of charge
and all members are invited to regular meetings to
hear speakers, and take part in networking and
discussion. The Clusters are managed independently
but collaborate and communicate through the UK
Cyber Security Forum to ensure all members are
represented on a National level and that opportunities
and best practice are shared across all Clusters.
Look out for the SWCSC Somerset Roadshow events
coming in the New Year.

Christmas

As this will be the last newsletter of
2016, Jon, Tony, Robin and all the staff at
Blueloop would like to wish all our
customers and suppliers and their
families a very Merry Christmas and a
Happy and peaceful New Year.
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